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BRIEF FOR: Director of Central Intelligence

SUBJECT : Implementation of Executive Order 10501

1. The Agency has been requested by Mr. John F, Doherty,
Chairman of the Interdepartmental Committee on Internal Security,
to supply certain information relating to the implementation of
Executive Order 10501 within the Agency., The request is based
on the responsibility of the Interdepartmental Committee on Internal
Security for conducting a continuing review of the implementation of
Executive Order 10501 to insure that classified defense informsztion
is properly safeguarded,

2, The information provided to the Interdepartmental Committea
on Internal Security indicates that the Agency is in compliance with
the standards set forth in the Executive Order., In addition, our reply
suggesgts that the Interdepartmental Committee on Internal Security
congider strengthening the existing security storage requirements for
material clagsified SECRET.,

3. The attached reply to Mr, Doherty has been prepared for your
gignature.

STAT

Director of Security

Attachment:
Letter to Mr, Doherty
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EXECYUTIVE ORDER 160501

COMFLETED QUESTIONKAIRE

Has your departrrent axparienced any difficulty ie tae classidic
tion of defense information on the basis of the definiticns fo - th
three categories?

Answer: Neo

Dea yeu coashler that proper classification is assistef -y b~ %2
ple given for the two higher categories?

Answar: Yes
A

Has the limitatior of authority to classify defense Infornwtisn, =
the extent applicable to your agency, impeded the proper iv ple-
memtation of the Crder?

Answer: Ne

Please advise what acticn your departinent has taken o insure - wi
the delegation of authority to classify information har reesn ilrm o

as meverely as iz cossistent with the erderly and expoditio. o tz..1:

action of Government Susiness,

Answer: Within this Agency the delegation of authoziy to lass::.
Information is contrelled by an establishrnent known as the 'Clissi .
fleation Control Network.'' This network, under the jfurisd:cthe:
the Assistant Directesr for Cemiral Reference, comsists of {1} t-
CIA Classification Comtral Officer; {3) Assistant Qlassificedos
Control Officers; aad, {3) Autherized Classifiors.

The chiefs of mgjor compoments and operaczing afdck:
designate the Asslatant Classifieativn Control Officers within t::5:

respective areas to effectively admindster and supervise zlassdfi: .
tion procedures, The armes and tifles of persons 3¢ designates v 2
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&

sabmitted in writing with effective dates to the Cla Classifcatiz.:

Centrol Officer who is appointed by the Assistant Directer or

Central Reference. The Assistant Classification Contrsl ¢ ffic-. -

are responsible for the designation of selected reapaasinhle indi
viduals who, as Authorised Classifiers, are respomaible fo- ta-

effective application of classification procedures within tieir ro::

tive areas of jurisdiction,

The CLA Classification Centrol Officer, Arsistas: a1 -

fication Centrol Cfficers, and Authorized Classifiors are t e o

personsg authorized to apply an origingl claseification to fnior=a:

or material,

To what extent, if any, has overclaselfication and umnecessary
classification Heen noted since the last report thereon in 1433+

Answer: Since 1958, the problem of overclassification wiiain

Central Intelligence Agency has beea considerably raduced wure .

the processes of education and the Classification Control N twe
which is responsisle for monitering this progran:.

Describe in brief the procedures established for irrplenaenting
declassification and downgrading as set forth in Section 1 & the
Crder,

Answer: The Classification Control Ketwork is resjonsial: fo-
assification and downmgrading of claesified inforsiatior - ad :

B e

[
e

rial, Network personael continually review classified mats riel .

sffect nonauton;atic changes, and downgrade or declassify iuch .
rial whan circumstances a¢ longer warrant ity retention ia its i

nal classification, provided the consent of the apprepriate < righ:

classifying authority bas been oitained,

Automatic changes are indicated by rubber stap:pad o

typed instructions placed on information or material at the tind

origiaal classification, directing that after a specified aver: or

date, or upoa rerroval of certain classified enclosuras, suc s iz
mation or material 5e downgradad or declassified.

Notiflcation is given to all reciplents of classifie: ne:
rial which has been declassified or reclassified in order to srei:

PP s

the effactiveness und iategrity of the systan: and to reduce 1ne a< &

.

ez

¥

mulation of classified material which po longer requires th: artoi-: i

classification.
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b, With respect to the authorisation granted by EO 10816, ta degiar:
mants and agencies designated under Section 2 (a) of £ 130! 4.
roquested to briefly describe the procedures established ¢+ ir .. -
ment Section 4 of EO 10501, |

Aaswer: Not applicable tothis Agency.

8, Please descrile the types of storage facilities used v you- d€p.ii -
ment for the storage of (a) Top Secret material, and (b} Sscre: acd
Confidential materisl,

Answer: Within this Agency the physical security stendards 12 1
storage of classiiied naterial are a9 followa:
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Is the possession and use of classified defense raterial lin ted .;
locations where such facilities for sterage and protection a e a-:li.
able?

Angwer: Yes

What procedares have heen estanlishad to comply with che roqui: -
maents of Bectien § (g) periaining to the loss or subjection tc cor .
promise of classitied defonss information?

Answor: All Agency empleyees who bave knowledge ui tao 08s -:
9“!%‘ subjection to compromise of classified defeswe infornaiiv:
aAre required to report such information to the Director of $ocurny
imanediately. If notification is first mede orally, it siust » co.

firmed without delay by a memoranden contalning ail circaz atese:.: -

and facts surrouading the less or pessivle compromise, .p im:.
diate investigation is uadartaken by the Director of Sacurity to

recover loat classified material and whers compromdse is saspe i

or is known, action is taken to resolve the cempromise uad (o pro -
clude possible recurrences.

Descridbe the sccountability procedures and records niaintal ed -.:

suant te Sectien 7,

Answer: Acceuatability precedures fellowed by the Agency are
ifsted Delow,

{1) TOP SECRET:

(s} Top Searet decument contral procedures are
administered oy a CIA Top Secret Contreol Offfcer, a
Central Top Secret Centrel Office, Area Top BSecret
Centrol Officers, Alternats Top Secret Control
Officers serviag major cormponents, and Assistan:

Tep Secret Contrel Officers serviag subordinate orgus: -
sational elanients, The Central Top Secret Coniral
Office and each Area Top Secret Control Officer is
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sifled defense infornmation decuments are kept to & mialmws -

Answer: The follewing procedures are followed by the Agency t:

keop classified documents te a mimimug.:

Approved For Release 2003/06/16 : CIA-RDP80B01676R001000120009-1

|
{
What measures are taken te insure that the number of coplas of -1 ;- ’l



Approved For Release 2003/06/16 : CIA-RDP80B01676R001000120009-1

STATINTL i

b,

8,

The Central Intelligence
¢y bas continuved a p lic,
J {m fame standard for mailing Confldential niaterind 1o
used for Secret matevial. The amemdment comtained in te tig, :
of EC Malbmmm:,ym.mw e o

e A S R e
on e rial -

Answer: Not epplicable to this Agency,
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9. Describe the iznplomentation of Sectien 10 with respect te & 1 t: .- B4,
srisatation, and lnspection yrogramas initiated.

Answer: The Director of Security, CIA, is charged witk : e 1= .45 o~
for the preparation and execution of the Agency's scuri;,
program which includes the previsions of EO 10501, tnde- nis
direction the Cffice of Security investigates reports tf viol:tios.:
and/er aoncowpliance with sacurity policies and regulatioss for o -
reason, and recommends eor initiates appropriate correctics ac v,

Tae Training Branch of the Office of Security is reapos
sible for:

{a) Comdacting the securlty oriestation program for l
seaw employees;

(b} Conducting scheduled security reindoctrinations io .
all amployees;

{c} Spomsoriag the Agescy's security educations! progs 4m.
10, State the name amd title of the position of the staff migmoer »r 6.4, .
bers designated te reviaw the implenisatation of the Crder arssec:

Anewer: Colenel Sheffield Edwards, J, 3. ﬁ!ﬁ:&y {Retired:, DE:u: or }
scarity. |
11, a. Fumish an estimate of the number of perseas sutsifie the . ecuiii:
Branch granted access to classified defense inforication for hisi ¢ . al
ressarch pursuant to EC 10816, which amendad Secton 18 ¢ <. | 3301,

Answer: Ome
b, Liwt any changes {n EC 10501 which in the judgment o your depua .t

ment or agency would further the attainment of the eiiectlves of 1
 @rvder. (laclude any suggestions or additions, dsletigas or cevisivaas )
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Answer: According te Sectiom § (b), the storage of ;raterial
elassilled Jecret and Confidential in metal file cadnets eguipp
with ateel lock-bars and three-combination dial-typa padie ks, .«
authorised.

Currest methods of forced or serrepttives #ntr ini.
bar-lock cabinets bave prompted this Agemcy to use tnis imcans -
storage caly in conjunction with additdonal measures oi preoect: o
It is suggested that consideration be given to streagtlening the
existing requireneats sot forth in the Executive Order for he
storage of material classified Secret,

Approved For Release 2003/06/16 : CIA-RDP80B01676R001000120009-1




|
f

(EXEQ!TEWE REGISTRY FiiE

- - \/ \',q)
(//L/
Lo
g ﬁ Approved For Rele :

zwﬁyﬁuhﬁm CIABOPROBDIEER0A (80p20009-1 * 7 & - 1!

Approved For Release 2003/06/16 : CIA-RDP80B01676R001000120009-1

£

Frem T B

1 7 SEP 1980

My, John F. De grty\l Chairmas
Interdepartmantal O wmﬁttu on Internal 3ecurity
U. 5, Departaent of Justice Bullding

Washington 23, D, <,

Dear iMr., Dobarty:

As requested ia your letter of 17 June 1960, we have =xae i ed
the aperation of this Agency's program for the inplermentution ¢
Executive Ordar 10350), IKaclesed you will find the replier v tb
questions ralssd 5y the Interdepartmestal Cormmittee on Interra

Becurity.

I will 3¢ bappy to designate a repraseatative to meet with ;=
teo furaish further detuils or infermation on the implementation |
the Executive Order by the Taentral Intelligence Agesmc: shoald v u
find It desiradle.

Siacerely,

Allen ¥, Dulles
IHractor

Enclesure:
Complsted Cuestionnaire

" CONCUR:
v
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. MEMORANDUM FOR: M. Dulies:

: Even though Mr. Doherty's letter to you is
dated 17 June and the reply has just been received
from Security, it is to be pointed out that your
letter is well under the wire as a 90-day dead-
line was set by the Interdepartmental Committee

on Internal Security. T might mention to you

that before g reply could be prepared on this
letter, it was necessary for the Office of Security
to send out a questionnaire to quite a large

number of offices within the Agency for infor-
mation before the enclosed questionnaire could

be completed., L
A V=
k*&s {
)
AAB
14 Sept.
(DATE) Y
S T T

I AUG 54
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